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Taming the complexity of the CC
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First stop



The CC consists of +- 1072 pages

Printed + - 5kg of paper

Reaches observation deck of the 
Empire State building (+ - 318m)

Standard
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The complexity is real

Complexity in the process

Requirements setting

Inevitable changes

Complexity in standard

Coping strategies

For developer

For evaluator

For certifier

For end- user



6

PP

Perceived 
assurance 

sought

Perceived 
security 
problem

SARs

Threats
Objectives

SFRs

Environment

ST



7

PP

Perceived 
assurance 

sought

Perceived 
security 
problem

SARs

Threats
Objectives

SFRs

Environment

ST

ľRisk analysisĿ



8

PP

Perceived 
assurance 

sought

Perceived 
security 
problem

SARs

Threats
Objectives

SFRs

Environment

ST

ľRisk analysisĿ



9

PP

Perceived 
assurance 

sought

Perceived 
security 
problem

SARs

Threats
Objectives

SFRs

Environment

ST



10

PP

Perceived 
assurance 

sought

Perceived 
security 
problem

SARs

Threats
Objectives

SFRs

Environment

ST



11

PP

Perceived 
assurance 

sought

Perceived 
security 
problem

SARs

Threats
Objectives

SFRs

Environment

ST

ľRisk analysisĿ



12

Requirements setting phase: coping mechanisms

Ignore need for alignment PP with perceived problem

+ no difficult discussions

- evaluations against PP donĽt address perceived problem 

Ignore need for clear and minimal requirements

+ no difficult discussions

- more expensive evaluations, exclusion of products

Create discussion forum and go through the process

+ alignment and consensus

- hard, can lead to ľwrongĿ end result
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ADV_FSP ADV_TDS ADV_IMP

AGD
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AVA
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