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Simplicity is the ultimate sophistication



Philosophy

Vulnerability analysis unravels 

the knots in our thinking;

hence its results must be 

simple, but its activity is as 

complicated as the knots that it 

unravels.

Ludwig Wittgenstein
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(In)vulnerability analysis is the end-goal

Showing the product is secure against all attacks (up to a certain 
point)

All other assurance parts can be seen as supporting it:

APE/ASE: scoping the claims and attacker

ADV: knowledge of the TOE

ATE: functional behaviour without the attacker

AGD: environment knows what it has to do

ALC_CMx: we have the right products

ALC_DVS: attacker was not in the development and production 
process
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(In)vulnerability analysis 

ľMake sure I will not get 
pricked by a needle if I 
lie in the hayĿ

Show absence of an attack 

path within the attack potential


