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Applying Reverse Engineering in 
Common Criteria Evaluations

Below EAL 4
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Content

Current Situation
Assurance level, Attack Potential and 
Vulnerabilities Analysis

Reverse engineering
C/C++, .Net and Java 
Obfuscation?

What happen with current attack potential?
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Current Situation

Assurance level implies attack potential

Lower levels less information available.
Higher level puts the source code on the table

EAL 1
EAL 2
EAL 3
EAL 4 ENHANCED BASIC

BASIC
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Current Situation

Information provided by sources
Critical Functions
Direct Buffer Overflows Detection
Cryptography analysis
Execution flow
Communication between subsystems 

The source code is a high detail level  
evidence of the TOE.
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Current Situation

Source code availability enables deeper 
analysis and usually new vulnerabilities.

But it is necessary a higher assurance level 
Bigger attack potential is considered

How ever, reverse engineering is out there!
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Reverse engineering

What?
Binaries analysis to figure out the execution 
flow and the internals of a program.

Available tools
Easy to use
• Decompile
• Debug
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Reverse engineering

We can make a technology classification

Binary type Technologies De-compilation

Machine
Code

C, C++, Delphi…
Quite confident
Operation codes
Standard libraries

Byte Code Java, .Net …
Not very confident
Class taxonomy OK
Problems with java
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R.E. IDA Pro

IDA Pro
Input
• Binary file

De-compilation results
• Assembly code
• Execution flow
• Functions and strings recognition
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IDA Pro execution flow analysis

R.E. IDA Pro
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R.E. IDA Pro

IDA Pro features and views
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R.E. IDA Pro

IDA Pro graph drawing
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R.E. Pai Mei

Pai Mei
Input
• PIDA file (Python IDA)

De-compilation results
• Process Stalking
• Execution flow (from IDA PRO)
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Pai Mei Process Stalking

R.E. Pai Mei
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R.E. Pai Mei

Pai Mei Process Stalking 
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R.E. Pai Mei

Pai Mei De-compilation 



16

R.E. Pai Mei

Pai Mei graph drawing
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R.E. Reflector

Reflector
Input
• Binary file (Byte code)

De-compilation results
• Class taxonomy
• Source code (C#, Visual Basic, Delphi…)
• Execution flow
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Reflector class taxonomy

R.E. Reflector
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Reflector Disassembler

R.E. Reflector
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Reflector Analysis

R.E. Reflector
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R.E. DJ Java Decompiler

DJ Java Decompiler
Input
• Java .class / jar

De-compilation results
• Class taxonomy
• Source Code
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DJ Java Decompiler features

R.E. DJ Java Decompiler
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R.E. DJ Java Decompiler

DJ Java Decompiler features
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Obfuscation 

Obfuscation?

Source 
Code

Obfuscation
Reverse

Engineering

orSuec
Ceod

De-obfuscation
Routine

Obfuscated Code

Plain Code

Super
Obfuscator Hiper

Obfuscator
Mega

Obfuscator
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Obfuscation 

How ever
Usually the de-obfuscation routine is included
Many obfuscation methods are public
• De-obfuscation is public too!
De-compilation tools integrate known de-obfuscation routines

Obfuscation?

Source 
Code

Obfuscation
Reverse

Engineering

orSuec
Ceod

De-obfuscation
Routine

Obfuscated Code
Plain Code
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Profit?

Does reverse engineering applies in lower 
assurance levels?

It is simple
It is public

New situation: EAL 1 to EAL 3

Sources available

Deeper vulnerabilities Analysis

It applies
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Conclusions

EAL 4

Enhanced Basic

Vendor
Source Code TOE Knowledge

VulnerabilitiesBinaries

EAL 1, 2 & 3

Basic

TOE Knowledge

Vulnerabilities
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Conclusions

Enhanced Basic

EAL 1, 2 & 3

Basic Binaries

Vendor
Source Code TOE Knowledge

Vulnerabilities

Reverse

Engineering

EAL 4

Enhanced Basic
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The end…

Thanks!
Questions?

Trifón Giménez
eval@epoche.es
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