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ERPCIC HE & ES PRI

content

= Current Situation

= Assurance level, Attack Potential and
Vulnerabilities Analysis

= Reverse engineering
= C/C++, .Net and Java

= Obfuscation?

= What happen with current attack potential?



Current Situation =

EiR @AE I HEE & E5S PR

= Assurance level implies attack potential

= Lower levels less information available.
= Higher level puts the source code on the table



Current Situation €

ERPCIC HE & ES PRI

= Information provided by sources
= Critical Functions
Direct Buffer Overflows Detection
Cryptography analysis
Execution flow
Communication between subsystems

The source code Is a high detall level
evidence of the TOE.
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ERPCIC HE & ES PRI

Current Situation

= Source code availability enables deeper
analysis and usually new vulnerabillities.

= But it IS necessary a higher assurance level
= Bigger attack potential is considered

= How ever, reverse engineering is out there!



=

ERPCIC HE & ES PRI

Reverse engineering

= \What?

= Binaries analysis to figure out the execution
flow and the internals of a program.

= Available tools

= Easy to use
 Decompile
e Debug



Reverse engineering €

EiR @AE I HEE & E5S PR

= We can make a technology classification

Binary type Technologies De-compilation




R.E. IDA Pro €

ERPCIC HE & ES PRI

= |[DA Pro
= |nput
e Binary file

= De-compilation results
* Assembly code
e Execution flow
e Functions and strings recognition



R.E. IDA Pro

EP'@IGIHE & E-S PRIl

= |IDA Pro execution flow analysis

\Documents and Settings\evaluador\Desktople jecutables ejemplolejemploc
File Edit Jump Search Yiew Debugger Options Windows Help

|sHE|] - =- | HhBe 8|1 | ~|
BEA BRI 2HAS 0| mER N
| BB - = NX|[|%- 8- SHK- -~ 7]
EBE|FRE] £ AA | b Il Biowwe v

il ID = nu me =
call _scanf 3 i [ ame Address P L2
lea eax, [ebp-187h] F .irit_proc 08048328 P
mou [esp+1308h+s1], eax F _omor_star_ 08046368
52;1 g::Ckeax F ._libc_start_main 08048378
. 3 F scanf 02045388 -
nz short loc_8048589
J - ™1 l F __stack_chk_fail 08048338
* * F .puts 08048348
L [ﬂ Wil F .stremp 080433B4
moy [esp+13Bh+51], offset aCorrectPasswor ; “Correct Password??in® Ej sta fbaeann. |
call _puts loc_ 8048509 : ; "Wrong Password??yn™| F _do_global_dhors_aux 08048400
jmp short loc_ 8048515 mnov [esp+13Bh+51], offset alrongPassword F frame_durnry 08048460
call _puts F check 08048484 P
| F rmain 0804843F P
v ¥ F _ibc_csu_fini 08048540 P
AN Ll F _libc_cou ini om0 P
E 000 ces re bl b NOnAOEAL O
loc_BB4B515: Line 12 of 49
mou eax, 1
moy edx, [ebp-8]
xor edx, large gs:1kh
jz short loc_B8B4852B
i
¥ Graph
HHNwW | [ENW
call stack_chk_fail
loc_B884852B:
add esp, 124h
pop ecx
pop ebp
lea esp, [ecx-4]
100.00%: (-112,418) {507,290} 000004F9 080484F9: main+5A
Copyright ([c) 1990-z200%9 Pyrchon software Foundation - http: /Aswa. python.orgs o~
I0APython wersion 1.1.0 final (serial 0)
Copyright (c) z004-z00% Gergely Erdelyi - http://d-dome.net /3 dapythons
Fropagating type information...
Function argument information has been propagated
The initial autoanalysis has been finished. :i

F’ylhor‘i
AL ide Down  Disk: 424ME  Click and drag to delete from selection; DbiClick on edge to jump to its source; Wheel to scroll harizontally




R.E. IDA Pro

EiR @AE I HEE & E5S PR

= |DA Pro features and views

&, IDA - C:\Documents and Settingslevaluador\Desktoplejecutables ejemplolejemploc.exe

Eile Edit o Search View Debugger Options Windows Help

|5 || - = || SR 8] 1 [[Ton v vs|=%x|mEmPE=
ECEIEEIEEE.CEY | X3 0 — T D
[Bem|[20 008 - = NX|[20- B-%wSHK~~ £ : bl A
| & | 3R B/ 7 44| b 05 Nodebuge =

E
.text:00481118 | SR IE et ne et
-text:00401120 EB 9A 90 08 C3 C3 83 30 1B D1 40 60 08 73
.text:00401138 BF FF FF FF FF 35 1B D1 40 00 E8 91 9a Function name Segment Start Length| A| F| L| 5| B| T| =] | : = cERdleddelele; sbractre
.text:A6481148 A1 1B D1 40 686 64 67 8B 16 2C 68 8B B4 83 "[f_hslarl. . et 004011000 0oooooss . . L ! : z/ﬂf* e
e bl ek e m mmm e U
= 17l sub_4010RC text 0040106C 00000000 —
.text:00461178 D1 48 88 EB C4 2C 88 88 59 8BD 85 @8 FF E" hiae T
.text:00401188 68 S4 D1 48 60 E8 D6 2C 68 88 83 cy g8 g [ b A010F3 et 004010F3 00000032 R : . :
.text:B08484198 FF FF FF 52 E8 B7 FF FF FF 59 85 C@ 75 ‘[ESpslml..ihnkprU:iGEITIS[VDld] et 00401140 0000000F R L L @_v!ll_nﬂmm\t. 00401240
.text:004611A8 D1 40 80 EB 94 2C 68 88 59 EB BB 68 6C 1] sub_401150 tent 00401150 00oooms R BT L @ vitt_decommit 00401 2EC
.text:004611B6 EB 87 2C 60 66 59 BB 81 66 680 68 8B ES \@_main et 00401165 00000054 R i BT L @ vit_releass 00401304
.text:A64A11CH 55 8B EC 53 56 BB 75 A8 OF AF 75 OC 56 "[f_h?ca\luc L= 004011C0 0000002E R L BT L __ CRTL_MEM_GetBorMemPls 00401340
-text:BOLE11DA 00 08 59 8B D8 85 CO 74 BOC 56 6R 80 53 EQ Y5 y ciose et 004017EC DODDOOOF A L BT L __ CRTL_MEM_CheckBortem 004011 3BC
seexboRUGIER U9 BDoE3OLL DLa8BAGO-OE Saboobobe, S0 a by 1, test 004011FC  000DOOCF R L BT L _malac 00401300
.text:004811F8 45 68 50 E8 D8 61 88 88 59 5D C3 78 55 N 5 it fodt 0401 200 Q00000ES. R i L e 0401300
Cext:00481208 45 68 50 EB E4 FF FF FF 50 5D C3 90 53 5d 0 S-vilmseve e =
_texb:60401216 F9 8B F2 83 3D 80 D1 40 66 08 75 26 BB \[f_h@fvlrlﬁa\luc et 0040 278 0000ooz7? R L L _reslloc 00401380
_text:004A1228 41 68 83 FA @2 74 85 83 Fa 61 75 OC C7 \@@_vlrl_cnmm\l test 00401240 00000048 R L T L _ CRTL_MEM_Revector 004013F8
.text:00481230 40 60 90 00 10 80 EB 8A C7 65 80 D1 48 17| @_virt_decarmit bt 00401 2EC ooooooe R L T L nulsub 5 00401430
-text 00401248 40 00 BB 15 80 D1 489 66 8B DA 63 D8 4B ‘[ﬂ}@_virl_releasa et 00401304 0000001S R L i L _ free heaps 00407440
.text:00481256 23 DA 6A B1 68 B0 20 86 88 53 G6A 08 EB "ﬂiEHTLfMEMfGetEUrMemFlrs et 00401340 00pooofc R L B F nullsub_1 00401480 =
-tex M __CRTL_MEM_CheckBorem text 004013BC 00000003 R L L _intemal free 00401438
Eg: S S Soe 00000010 R L RN ) L _intemal mallo 00401008 al
“tex] : Ins/Del/Ctrl-E: create/delete/edit enumeration | 3 = L sbunsn Ao =
_tex] 3 M/Ctrl-H : createfedit a symbolic constan— i K R L'”B_E‘Dwzq
;U : delete a symbolic constant . o < — =
:EE: SR : set a cummgnt for the current i _GetEwepOLinto LI [-_”EHZl
tenl s gﬁ_CF’F’debugHDok oo4002e 2 ] T S =
_tex] i For bitfields the line prefixes display the bi B start 00401000 ress . _ Length T, ring |
T " .t data: 0040, 00000007 C secret
ey b Imports data: 0040, 0ooooe Please, enter passwordhn
Ltex Address it hame e A - data0040. 00000015 C Correct Pagsword!hnin
tex ﬁ‘UUM N8 LoadLibran KERNELZ2 = data_l]l]dl]_ [IIJIJFIIJIJ13 E \_Aflnn_g Pass_mfmd”\n\r! -]l
:'t:s: B2 00413140 MuliByteT owideChar KERMEL32 i . l &
ey BES 00413194 RaiseE oeption KERNEL32 it i
e 200413198 ReadFile KERNEL32
. Fim 0047219 Rtlllrwsind KERMELZ2 = o
&l % 00413140 SetConsoleChiH andler KERWEL32 | il &
Lo BES 0041 2144 SetFilePainter KERMELZ2
e %UDM Ias SetHandleCount KERMEL32 v |
] m | = & il | B
Line 1 of 54 I v
IDaPython wversion 1.1.0 final (serial o) -~
Copyright (c) z004-z009 Gergely Erdelyi - http://d-dome.net/idapython/ —
Using FLIRT signature: BCC wd.x/5.x & BCE w1.0/v7.0 BDS200& win32 runtime s

o 10

Al idle Down | Disk: 350MB




R.E. IDA Pro

ERPCIC HE & ES PRI

EER

5 Attributes: bp-based frame

; int _ cdecl check(char xs1)
public chsrt
check pro [2] Group nodes

51= duord N Rename N
L Jump to operand Enter
push € [E] Jumpinanew window  Al+Enter
mov
st e [BY 3ump in a new hesx window
o d  Jump toxref to operand... % b : vsecret”
mou e W
mou [ & chart of xrefs from
call - F et i
Fegve Edit function... Alt+p
etn £ Set function type... ¥
check end e pide TECLA DE SUSTRACCION
Text view
X Undefine u
Synchranize with »
Copy address to command line

100.00%  (-437,-129) | (512,233) 00000464 09048464 check

= |IDA Pro graph drawing

3 3

155,00% {40,200 7 nodes, 6 edge segments, 0 crossings

11



R.E. Pai Mei E

ERPCIC HE & ES PRI

= Pal Mel
= |nput
 PIDA file (Python IDA)

= De-compilation results
* Process Stalking
« Execution flow (from IDA PRO)

12



R.E. Pal Mel

= Pai Mel Process Stalking

3]
PAIMEIdiff

777

PAIMEHiefuzz

pstalker

ERPCIC HE & ES PRI

Daka Sources Drata Exploration [Daka Capture
Refresh Target List J # Time EIF TID Maodule Func? Tag - Refresh Process List
o B= Available Targsts 24 +0s 00408d40 3340 ejemploc.exe ¥ tag PID P
E_ B 5o Ieg 25 +0s 00401165 3340 ejemploc.exe ¥ tag et
P 26 +0s 0040cses 3340 ejemploc.exe ¥ tag
o tag 27 +05 0040cE8e 3340 ejemploc.exe ¥ tag
5 +11s 00401150 3340 ejemploc.exe Y tag s

PIDA Modules

Functions: 36 [ 376

Easic Blocks: 36 [ 436

Cereferenced Data

# Func
376

#EEB PID Madule | R — L, e

436 ejemploc.exe

Add Module(s)

NI N T T T R R TR

Exporting 36 hits to MwsSqlL.
Stalking module ejemploc.exe
21 breakpoints on functions in main module
OxFCH00000 SWINDOWSSSystem32zhntdl1.d11
Ox7CE00000 SWINDOWSSSystem3zhkernelsz.dl]
77440000 SWINDOWSSSYs tem3 2huser3z . dll
077 T10000 SWINDOWSHSys tem32zhgdiz2.d11

1

Setting

Loading

Loading

Loading

Loading

debugger
debugger
debugger
debugger
debugger
debugger
debugger
debugger
debugger
debugger
debugger
debugger
debugger
debugger
debugger
debugger
debugger
debugger
debugger
debugger
debugger
debugger
debugger
debugger
debugger
debugger
debugger

hit 0040c810
hit 00402114
hit 00401l4b0
hit 00402118
hit oo40cyec
hit 0040c7en
hit 0040agdc
hit 0040a8ed
hit oo040zdas
hit 0040cC8lc
hit 0040acls
hit o040c7d4
hit oo40c7da
hit o040cs852
hit 0040cC358
hit oo40cede
hit 0040cS0a
hit oo403fzc
hit o040ash4
hit 0040c2as
hit o040c828
hit oO040csze
hit oo40c7fz
hit o00405d40
hit 00401165
hit o040c8es
hit oo040cEse

| Successfully connected to MySOL server at localhost,

cc
cc
cc
i
cc
cc
[={ =
cc
cc
cc
cc
o
cc
cC
cc
cc
cc
cc
cc
CC
cC
cc
cc
cc
cc
cc
cc

Process Stalker

C:\Documents and Settings\evaluador\Deskiople

IPlease, enter passwom

Coverage Depth
?.' Functions
) Basic Blacks

|:| Restore EPs

. M | Load: C:;I.Documenfs and Settingsievalu: | Browse
szecret  Pleass, enter password: . . ¥s. Correct Passwoz
[(1pRAee ACbE L Sibaiang

Heawy Unhandled Cnly

Stop Stalking

MwSOL: localhost PwDiba: localhost ubra;

MOME User: evaluador

13



R.E. Pal Mel

= Pai Mel Process Stalking

PAIMEIconsole

Connections Advanced Help

Data Sources

Data Exploration

E:RCAC HEE

Data Capture

[

Reefresh Target List ]

PAIMEIciff

777

PAIMEIdocs

a6

PAIMElexplore

= Awaiable Targets
== C sample
4~ kag

CoDE!

104 Modules

PAIMEL{E=T}

OxFF

PAIMEfilefuzz

PIDA Module
ejemploc.exe

# Func # BE
376 436

Add Module(s)

Module
ejemploc.exe Y tag
ejemploc.exe Y tag
ejemploc.exe ¥ tag
ejemploc.exe ¥ tag

* Time: EIP TID

21 +0s 0040c525 3340

zz +0s 0040c32e 3340

23 +0s 0040c7f2 3340

24 +0s 00408d40 3340
i

Funckions: 36 / 376 Basic Blocks: 36 [ 436

(] ] [

Dereferenced Data

I1LE=C:~Documents and Settings~All Users APPDATA=C:“~Documents and Settings~evaluador~ipplicat

word! |
I¥—, .. 2

ILE=C:“~Documents and SettingsAll Users. APPDATA=C:“Documents and Settings“evaluador~Applicat

|#
(5

[ Refresh Process List

PID Process

Load: |C:ancuments and Settingslavaluadnr\Desktnp'tEjE; [ Brawse

Cowerage Depth

(&) Functions
() Basic Blocks
Heawy

[(restore BPs Unhandled Qrly

[ Start Stalking

~

PAIMElpeek

PAIME pstalker

debugger hit 0040C88e cC #27
debugger hit 00401150 cc #23
debugger hit 0040a%bs cc #29
debugger hit 00403424 CC #30
debugger hit 0040a4z24 cc #31
debugger hit 0040270b coc #322
debugger hit 00401434 cc #33
debugger hit 0040aSed cc #34
debugger hit 0040ascc cc #35
debugger hit 0040c7ce
Exporting 3 hits to MysQL

Stalking module ejemploc.exe

Setting 91 breakpoints on functions in main module
Loading 0x7c300000 SWINDOWSYSystem3zhntdll.d11
Loading 0x7Fc800000 SWINDOWSYSystem3zikernel3z.dll
Loading 0x77d40000 SWINDOWSYSystem3zhuser3z.dll
Loading 0x77f1l0000 SWINDOWSYSystem3zhgdi3z.dll
debugger hit 004008510 cC #1

debugger hit 00402114 cc #2

debugger hit 004014b0 cc #3

debugger hit 00402113 cC #4

debugger hit 0040c7ec cc #5

debugger hit 0040C7e0 CC #6

debugger hit 0040asdc cc #7

debugger hit 0040a%ed4 cc #8

debugger hit 00402das cc #3

debugger hit 0040C81c cc #10

debugger hit 0040acls cc #11

debugger hit 0040c7d4 co #12

debugger hit 0040c7da co #13

debugger hit 00400852 co #14

debugger hit 0040C855 co #15

debugger hit 0040c8de cc #16

debugger hit 0040c80a cc #17

debugger hit 00409f2C CC #1%

n
n
B
w
kS

A A E A E A A FE A A A AT A A A F AR AL LA AR

Successfully connected ko MySQL server at localhost,

Process Stalker

MySQL: localhost

PyDbag: localhost

uDraw: NOKE User: evaluador

E S PRI

14



R.E. Pal Mel

= Pai Mei De-compilation

ERPCIC HE & ES PRI

+PAIMEIconsole

connections  Adwvanced  Help

Brawser Dizazzembly Special
104 Modules

# Func # BB PIDA Module

376 436 ejemploc.exe

= = ejemploc.exe
D 0040106c - sub_40106C
H D 0040103 - sub_4010F3
= E 00401150 - sub_401150
[= 00401150

7‘ ? ? | = B Modules it -
“Idocs

== 00401165 - _main
| 00401165
PAIMElexplors 5 oosn113e
| 004011ab
5 oo4ot1bs

[ 00401494 - sub_401494
#-[] 004014b0 - nullsub_t

[ 00402114 - nullsub_2

#-[] 00402118 - nullsub_3

&[] 0040270k - sub_402708
[ 00402das - sub_402D45
[ 0040391c - sub_40391C
&
&
&
&
&

CODE!

PAIMEL{ExT]

%-[] 00407b90 - j_unknown_libname_3
- [] 00407dde - sub_40700C

G}(FF ] oo407dez - sub_407DE2 004011b5
[ 00407de - sub_407DES .
PAIMENA 7 [ oo4o7dee - sub_s070EE 011b6
[ 00407218 - sub_407E18 ”ﬂ::
#-F1 00408285 - sub 408288 b S
[*] Paimei Explaorer
\ [*] Module by Pedram Amini
[*] Loaded PIDA module ‘ejemploc.exe’ in 0.25 seconds.
PAIMElpeek
PAIMElpstalker

15

Successfully connecked to MySQL server at localhost, PaiMei .., Hayai! MySQL: localhost PyDbag: localhost uDraw: MONE User: evaluador




M uDraw(Graph) 3.1.1

View Mavigation Abstraction Layout

+
STOR

R.E. Pal Mel

= Pai Mei graph drawing

Options 7
00401165 push ehp
00401166 mov ebp, esp
00401168 add esp, OFFFEFFO00h
0040116 push offset format
00401173 call printf
00401178 pop ecx
00401179 1lea eax, [ehp+s1]
0040117f push eax
00401180 push offset as
00401185 call _scanf
0040118a add esp, 8
0040118d lea edx, [ebp+si]
00401193 push edx
00401194 call sub 401150
00401199 pop ecx
004011% test eax, eax
004011%c jnz short loc 40117B

Connections  Advanced  Help

2 FI0A Madde
% SRACIOee
Ak Moddes )

171 (=

= rpemplac. e
D0H0I06: - Sub_$0106C
D04010F3
] 0401150 - b _101 150

STl oeh Functon

00401480 - nudsub_1

subs_4010F3

- mabsub_2
rudsub_3
- b 40T
= sy 402005
- sb_40391C
-1 unbrewn Monsrte 9
= sly_$0T0OC
suby_107DER
- sub_AUTDEY
= sub_407DEE
- sub A0TLLY
- sub_406288
sub_102510
- gulb_SURF
= sub_406344
suby_ 1088
<0 - sub SUUCCD

[=] raimed txplorer
1 [*] mndule fhy rearsm amim
~ [*] Loaded PIDA module "eiemploc. exe’
PAMEIpnsk [] ND muai 1able conaecTion o uOrmelGraph
No svailable conmection to uOrasGraph

g 0040119 h offset aC tP,
004011ab push offset aWrongPassword e ’,;E SROLTECL. a0
4 004011a3 call printf
004011b0 call printf 00401128 pop sz
004011b5
RORIEEE 004011a9 jmp short loc 4011B6

N

004011b6 mov eax, 1
004011bh mov esp, ehp

[Successfully connacted to ulraw(raph] server & 127.0.0.1.

Pabai .. iyl

i

_main

0,25 seconds.
"

SEFVER,
server,

MySOL: localhost

E:RCAC HEE

PyDb: kecahost ulrgw: 127.000.1

E S PRI

User: evahusdor

004011bd
004011be

pop ehp
retn

16



R.E. Reflector

» Reflector

= |nput
* Binary file (Byte code)

= De-compilation results
« Class taxonomy
e Source code (C#, Visual Basic, Delphi...)
e Execution flow

=

ERPCIC HE & ES PRI

17



R.E. Reflector

EP'@IGIHE & E-S PRIl

= Reflector class taxonomy

%" Red Gate's .MET Reflector : Ewgl

File ‘iew Tools Help

QO 2[R |F* P A v 2
= « 23 ejemplocsharp
= W ejemplocsharp.exe
[g] References
= 1} -
2 & <Module:
[ Derived Types
= {} ejemplacsharp
¢ checkPasswiord
E &% Program
) Base Tvpes
™ Derived Types
g chor()
BadMainiStringl ) : Void

private static void Mainistring[] args);

Declaring Type: ejemplocsharp, Progran
Assembly: ejemplocsharp, Yersion=1.0.0.0

18




R.E. Reflector

= Reflector Disassembler

* Red Gate's .NET Reflector,

File Wiew Tools Help

0 s } @ ic }:' o |C# v 2

dlB - - 0

File  Wiew Tools Help

QO (2R F* P |

[= <3 ejemplocsharp
= W% ejemplocsharp.exe
[+3] References
{r-
= 1} ejemplocsharp
B ¢ checkPassword
&) Base Types
[ Derived Tvpes
g Lchar)
S checkskring(String) @ Boolean
= & Program
&) Base Twpes
™ Derived Types

S char)
« mscorlib {9 Back Alt+Left
. Forward Alk+-Right

"ﬂ" Toagle Bookmark  CrrlHk
private static void Main

1,
Declaring Type: sjermplc ) COPY Chrl+C
Assembly: ejemplc

Eiiﬂj;;
Analyze Chrl+R
Search 30N kel

= <3 ejemplocsharp
= W% eiemplocsharp.exe
[+d] References
{}-
= {} ejemplocsharp
B &% checkPassword
¥} Base Types
(¥ Derived Types
g L chor)
‘ig checkstringfString) : E
= &% Program
¥} Base Types
(¥ Derived Types
g L chor)
;’V PlaingString[1) : Yoid

<2 mscarlib

< | @

private static void Main{string[] arc

Declaring Type: ejemplocsharp,.Progre

Assembly: ejemplocsharp,
Version=1.0.0.0

EPGIC HE &ES PRI

W [_:‘]

private static void Main(string[] args)

1
checkPassword password = new checkPassword();
Console, WriteLine"Please, enter vour password:in'™;
skring skr = Console, Readline();
if (password,checkstringlste

Consale, WriteLine!"Correct Password! 0™
h
else

Cansale, WriteLine!"Wraong Passward! 1R,

t
Caonsole, Read();

19




R.E. Reflector

= Reflector Analysis

%" Red Gate's .NET Reflector

EiR @AE I HEE & E5S PR

File Tools  Help

QO 2R ¥ LAl  Fl@

View

[ Derived Types
‘i ctor)
‘ig checkstringString) : Boolean
= ﬁg Program
&) Base Types
(M Derived Types

S

‘g ko)
= B
-3 macarlib ) Back Alk+Left
. Faorward Alb-+Right
private static void Main(s & Toggle Bookmark  Chrbe
Declaring Type: ejemplocsh
Assembly: ejemplocst I:D Copy Chr4C

[ Disassemble

Search MSDR Chrl+m

private static void Main(stringl] args)

checkPassword password = new checkPassword();
Console, WriteLine("Please, enter vour password:in™);
string skr = Console, Readlined);

" Red Gate's .NET Reflector

© File  Miew Tools Help
003a*Pdx __®

™ Derived Types
! S Lctorl)
“ig checkString(String) : Boolean
= _&g Frogram
¥} Base Types
[ Derived Types
S octor()
;0 tMain{string[1) ¢ Yoid
3 mscorlib

(=

private static void Main{ztring[] args);
Declaring Type: ejemplocsharp, Program
Assembly: ejemplocsharp, Yersion=1.0.0.0

Disassembler

private skatic void Maingstring[] args)

rherkPazzwnrd nacewned = new checkPascinrdi™e

= EQ ejemplocsharp,Program.MainiStringl]) © woid
= (¥ Depends On
[= <3 ejemplocsharp
= ﬁg ejemplocsharp, checkPassword
(™ Depends On
(™ Used By
(M Exposed By
(™ Instantisted By
i ejemplocsharp.checkPassword.  cbor)
- ejemplocsharp, checkPassword, checkStringfString) @ Boolean
< mscorlib
el Lsed By

20



R.E. DJ Java Decompiler

= DJ Java Decompiler
= |nput
e Java .class/ jar

= De-compilation results
« Class taxonomy
e Source Code

=

ERPCIC HE & ES PRI

21



R.E. DJ Java Decompiler

= DJ Java Decompiler features

sample. jar - Archiver

File Edit Wiew Help

45 12620098 12:50 PM

I

1317 2190

£ |
[]verhaose [ Trace [ Unattended

i = = ] gl 3 @ B
[ e Cpen Print Decompile Add Extract Delete  Messades Exit
File Mame £} Compr. Size  |Uncompr. Size DateiTirme Ratio  |Path
.tlasspath 1349 220 12652009 12:49 P 7%
Jaroject 189 65 S26/2009 12:49 P 49%

| W

11192, 168, 1, 101 \provectost ejiemplo_Clsample.jar 5 Files Tirne: 0000

EP'@ICHE &

E S PRI

22
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ERPCIC HE & ES PRI

R.E. DJ Java Decompiler

= DJ Java Decompiler features

o sample.jad - DJ Java Decompiler

M=k

File Edt Search View Settings Language Iools Help k7] check. jad - DJ Java Decompiler M=
@ H & ) B F |m w File Edit 3Search Wiew Setkings Language Tools Help
2 (s Bru(sElz=ziEd vB BH& n F[EE v|
Y |2 By EEEEY VB
public static void main{String args(]) o i i i i i i i i Fg i
throns [OException Al | g2
{ class check 1 -
check ch = new check(); I
System.out printin{"Please, enter password:in");
EufferedReader br = new BufferedReader(new InputsStreamBeaderSys check) i 4
String password = brreadLine(); !
if{ch.checkString{password)) i S
System.out printin{"Correct Password!n'");
else public boolean checkString{String password)
System.out printin{™yWrong Passwiord\n®); { g
i return password . equals(secret"); %,
1 } i _
£ ¥ “
— S — E!I
public sample]) {1 $ | *
public static void main(String args[]throws 10E 2ception §} check(]
public boolean checkStinglSting password) &h
=l
Line: Zz Col: 37 urn lock: QM Zaps lock: OFF Insert: O 350,59 ME A
Line: 1 Col: 1 Murn lock: SR Caps lock: OFF Inserk: QR




Obfuscation?

= Obfuscation

Obfuscated Code
Plain Code

Obfuscation orSuec
Ceod

e

Obfuscator Hiper
Obfuscator

Mega
Obfuscator

€

EiR @AE I HEE & E5S PR
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= Obfuscation

Obfuscated Code

Plain Code
Obfuscation orSuec
S —— Ceod
g
= How ever

Usually the de-obfuscation routine is included

Many obfuscation methods are public

* De-obfuscation is public too!

De-compilation tools integrate known de-obfuscation routines

25
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= Does reverse engineering applies in lower
assurance levels?

= |t Is simple

— It a Iies
= |t Is public PP

= New situation: EAL 1 to EAL 3

Sources available ‘l

Deeper vulnerabilities Analysis

26
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Conclusions
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TOE Knowledge

i Binaries NEE Vulnerabilities
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Conclusions

{

"




The end...

Thanks!
Questions?

=

ERPCIC HE & ES PRI

Trifon Giménez
eval@epoche.es
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