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e Semantic Tool

« Semantic Techniques for CC Documentation
— Collection Indexing
— Modeling CC Requirements

— Using Expert Models to Lift Relevant Info from Developer
Documentation

e Summary
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« Kayvium Workbench and SDK

« Semantic Capabilities
— Model Guided Discovery

» Search the Web or an Internal Collection for documents
matching a model
— Conformance Analysis

« Compare and contrast two indexed document collections
— Collection Indexing

» Create a comprehensive index of a set of documents
based on their content
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 Kayvium uses mind maps to represent knowledge

domains, for example:
Preparation  Veoetahles
Cookbook
| Recipes Yegetahles

« The central node is the model name, representing the domain

« The other nodes are concepts, or themes, representing what is
known about the domain, e.g., Preparation, Recipes, Vegetables

« The links indicate relationships between the concepts

« Each complete path from the central node to a leaf node is called
a “dimension”

* Inthe example, vegetables are linked to preparation instructions
and recipes. Dimensions are Preparation of Vegetables, and

Recipes including Vegetables.
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 Create a model representing the search targe
— As complex as it needs to be to find what you are looking for

« Kayvium decomposes the model dimensions,
conducts the search, then formats the results

 Results can be sorted by dimension, by web site, or
by rank

— pages are ranked by the number of times a document is
discovered across all dimensions

Your Trusted Partner

5

© 2009 Electronic Warfare Associates — Canada, Ltd.



LA

Enabling a More Secure Future

Noclal Glile

Ranked Pages I Detailed Pages I Ranked Websites I Workflow
Ranked Results Report
Model:(Ranked Model) Source: WindowsndexingServicesCustomSearchEngine, 5/31/2000
Dim \ds_SLES EAL3 ST
582 ibm limix security no st'documents and settings'kavvium dev]'desktop'ibm limx security no stredhat security target eald v1-6 aspdf
558 ibm limmx security no st\documents and settings'kayvviim dev]'desktop'ibm linux security no st'redhat security target eald v1-6 wspdf
522 ibm limmx security no st\documents and settings'kayvviim dev]'desktop'ibm linux security no st'redhat security target eald +v2-7-noch.pdf
324 ibm linux security no st'documents and settings'kavvium dev]'desktop'ibm limux security no st'sleshld-eal3-2.25 pdf
""" Dimensions: 324
.. JAccess permissions ,I'DAC,I'mechanisms,l'actions
320 ibm limx security | faoge PerTsens IOAC imechansns/DA L B ictopibm limex security no stisleshid-110 pdf
...... .o faudit recordsfamount
... faudit records|TSF such/network/nonTSF software
... laudit records JTSF such fnetwork)TOE software
306 ibm limux security |-+ faudit records [TSF such/objective fesktop'ibm lim securitv no strhel-4-hl-v2 13 pdf
OE. H . SEP/approvwal
""" ... laudit records JTSF such/Software/a. PROTECT
.o faudic recort_:ls ,I’_TSF such_ ,I'_Software,l'hard
288 ibm limix securitv | ﬁgﬁ§§;Liﬂ'ﬂf;f}fﬁﬂiﬁ”ﬂ:ﬂ?ntmTTRIB”TE fesktop'ibm linwx security no st'sleshid-eald pdf
266 ibm limez security no st\documents and settings'kavvium dev]'desktop'ibm limx security no st'\ibm-sles-eald-configuration-guide pdf
205 ibm limrz security no st\documents and settings'kavvium devl'desktop'ibm linux security no stirhel3 high level design pdf
177 ibm linux security no st'documents and settings'kavvium dev]'desktop'ibm limrx security no st'rhel-capp-eald-ibm-confisuration-guide-v1.14 pdf
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« Compares and contrasts results of indexing
two document sets

« Can be used to display a summary page with
statistics of the match
— e.g., the number of matching themes from two document sets.

 Provides detailed lists of common and unique
themes and relationships
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Kayvium GAP Analysis

Policy: IBM Linux Security no ST
Domain: SLES EAL3 ST

9/3/2009 8:06:31 AM

79 (0% ) 12566 ( 96% ) 25387 (100%) 13132 25466

366 ( 79%) 79(8%) 144 (21%) 855 (92%) 710 934
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A set of one or more documents
— Text, MS Word, pdf, html

Imported from a folder on the host operating system
Documents may be added to a collection over time

Examples:

— the set of developer documentation for a CC evaluation
— the CC Parts 1 to 3 and CEM, etc.
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A representation of the themes found in a v X -
collection. A themeis a concept of interest from=
the documentation set.

The themes form a structured hierarchy, with root
themes identifying the most prominent concepts.

Themes provide links into the documents that can
be followed down to the paragraph level.

Indexing parameters and options allow for
tailoring the index for specific applications (e.g.,
analysis of developer documentation).
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. Natural Index is the themes extracted from the. \
source documents without user bias -

e Itis ataxonomy represented by a hierarchical
collection of the themes found

e ltisrendered as a mind map with links to the
source documents
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« Expert Model is a mind map which represents
knowledge modeled by a subject matter expert

 Expert Models may be:

— rarely just a collection’s natural index,

— developed manually by a subject matter expert, or

— produced iteratively using a combination of automated and
manual techniques.
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 Expert Model lifting is the generation of @ |
collection index focusing exclusively on the
themes presented in an Expert Model

o Lifted index may include the context from the
original documentation where the Expert Model
relationships were found

— The context can be used by the user to determine the
applicability of the instance of the lifted theme

 Applications to developer documentation review?

— Use a combination of CC requirements, the CEM, and the ST
to create Expert Models which describe the evaluation criteria
for developer documentation Viseir Tiiteel Dartise
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« Sample data set: »
— SUSE Linux EAL3 CC evaluation documentation, publicly
available online
— CEMvV1.0

- CCv2.1

— Focus on ADV_HLD requirements, for proof of concept
demonstration

« Use the CEM and SUSE documentation to produce

Expert Models describing the HLD evaluation
criteria
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 Goal: To produce Expert Model templates that can™@
with Expert Model Lifting to generate document indexes
aid in the evaluation of developer documentation.
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H\

 An expert model is created to describe each
evaluator action

« A collection is created containing the relevant
developer documentation.

 The collection is indexed with Expert Model lifting
enabled.

 The lifted results are examined and used by the
evaluator to complete the evaluator actions
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o Lifted index of SUSE Linux Enterprise Server HIQ ““\‘__j;-:

Level Design, using Expert Model for ADV_HLD.2-3
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(23 Awdit_functions

26: .authentication data:, Access, actions, administrative tasks, administrative user:, administrator, authorizations, authorized user, behalf,
BootPROM firmware, categories, classes, defi software comp ts, design document, Enterprise, Evaluation, example, file system objects,
firmware components, functional requirement, group memberships, hardware, identification and authentication, internal subject, ipc objects, Level,
Linux, memory objects, minimum, networked, Object, operating system, part, password, Process, product, Public, represents, roles, root username,
Security, Server system, Server version, service daemons, set, sles, sles process, sles product, sles system, SOFTWARE, subjects, superuser,
SUSE, SYSTEM, system administrator, Target, TOE, TOE Environment, TSF, type, untrusted internal, usable system, use, user, user authentication
data, user ID, user identifier: "11 Administrative user: An administrator of a SUSE Linux Enterprise Server system. Some administrative tasks require the use of
the root username and password so that they can become the superuser (with a user ID of 0). Authentication data: Includes a user identifier, password, and
authorizations for each user of the product. Object: In SLES, objects belong to one of three categories: file system objects, [PC objects, and memory objects.
Product: Defines software components that comprise the distributed SLES system. Public object: A type of object for which all subjects have read access, but only
the TSF or the system administrator have write access. Role: Represents a set of actions that an alrth{mzed user, upon a:.smmg the role, can perform. Secun‘h
attributes: As defined by functional requirement FIA_ATD 1, includes the following as a minimum: user ide 2 A
Subject: There are two classes of subjects in SLES: untrusted internal subject. which is a SLES proc| € €:\K0STaxonomy\SLES EAL3 HLD-ADV_HL .. [_"E]ﬁ
example, with no privileges). trusted internal subject, which is a SLES process running as part of the
implementing the identification and authentication of users). System: Includes the hardware, software]| [opEN | [ CLOSE
connected or networked together and configured to form a usable system. Target of Evaluation (TO!
system, running and tested on the hardware specified in this High Level Design document. The Booth| =5 A it functions

Environment." (2 Audit*functions

Batch processing*functions

27: sles product, user, user identifier: "User: Any individual who has a unique user identifier and + ([ Device drivers*functions
(3 File and ifoMunctions

{3 Identification and authentication*functions

28: AMD Opteron processor-based, area network,available linux puter.enterprise cust £3 00000000000019940000000000009769
transfers,ibm eserver host computer,ibm eserver line,ibm mainframe zseries,intel ® proces| 7 12 14 26 29
linux local services,memory network services,networked workstations.other computers_pov © 7 (0 eServer
t,pseries,r te secure,same set,series,service paclk shells sles version,systen ‘2 [dentification and authentication
Svstem overview The Target of Evaluation (TOE) is SLES version & with Service Pack 3 running on| 3 (EM)..0000000000001994000000000000875 e

connected via a physicallv protected Local Area Network (LAN). The IBM eServer line consists of| ~11214.26 29

- ) P
processor-based pSeries® and iSeries™ systems, IBM mainframe zSeries® systems, and AMD Oy g leE?,.[]Qr%:;;j:;nrfﬁzncﬂ?uﬁzmn functions
networked workstations and servers. The following figure shows a series of interconnected TOE sys| (22 Memory management*functions
Service Pack 3 operating system on an eServer computer. SLES version 8 is based on the Limx® i (23 User level audit*functions

Linux operating system for enterprise customers. Each computer provides the same set of local servi
computer also provides network services, such as remote secure shells and file transfers, to users on

requests services from the local host and potentially from other computers within the LAN."

29: control, chapt d puter,example.functions,identification and auth

systems, TSF, user: "SLES & running on IBM eServer SLES & running on IBM eServer SLES & n \
Figure 2-1. Series of TOE systems connected by a physically protected LAN User programs issue 1 < | i) ] =]
(TCP) or User Datagram Protocol (UDP) messages to another computer Some network protocols, Such as ssh, can statt a shell pTOCess Tof The User on another

computer. while others are handled bv trusted server daemon processes. The TOE svstem orovides user Identification and Authentication (I&A) bv reuiring each u
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 Collection indexes provide improvements to the
initial understanding of complex document sets

« Comprehension and correlation between multiple
documents is improved with natural indexes

 Expert Model Lifting can be used to target the
knowledge extraction

— Allows the user to focus on topics of interest, e.g., Evaluator
Action Elements

— The automated targeting of Evaluator Action Elements using
Expert Model templates allows the evaluator to rapidly
explore developer documentation in the context of specific
CC requirements
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 Expert Model templates, describing evaluator
action elements are in development

 An application using the Kayvium SDK (which
provides direct access to the underlying semantic
operations) is in development

— The application is designed to facilitate the document
analysis workflow

— The application uses the Expert Model templates, allowing
for customization of the models to assist in the evaluation of
different CC projects.
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