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Security market as seen from evaluation methodologies
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Common Criteria
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Developed product focus
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Deployed product focus
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Process focus

SDL
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Evaluation methodologies (single focus)
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Broader focus
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Common Criteria
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Re-use of earlier work in the CC evaluation

SDL

Development Usage
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Re-use of earlier work in the CC evaluation
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Re-use of CC in further certification

Development

ISO 2700x

SAS 70

Usage
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Problem area
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Problem area

Exactly this TOE
performs the SFRs
if the guidance is followed
(offer valid to SARs only)
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Problem area

Exactly this TOE
performs the SFRs
if the guidance is followed
(offer valid to SARs only)

certified isn’t it?
“is secure”
manuals??
attacker level
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Slowly getting into the box
by Greencolander
@ flickr.com CC-BY

Evaluator
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Evaluator

Evaluation methodology
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Assurance limits

Human mistakes

ClaimsAssumptions
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Assurance limits
AVA_VAN.x

Human mistakes

Claims
SFRs

TOE scope

Assumptions
Objectives for the 

environment
(guidance)
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Assurance limits

Human mistakes

ClaimsAssumptions
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Assumptions

...everyone knows, when you make an assumption, 
you make an ass out of "u" and "umption". 

Mitch Henessey – The Long Kiss Goodnight
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Assumptions:  OSes (Windows, Linux, …)

A.CONNECT
All connections to peripheral devices reside within the controlled access facilities. The TOE only addresses security concerns 
related to the manipulation of the TOE through its authorized access points. Internal communication paths to access points such 
as terminals are assumed to be adequately protected.

A.PEER
Any other systems with which the TOE communicates are assumed to be under the same management control and operate under 
the same security policy constraints. The TOE is applicable to networked or distributed environments only if the entire network 
operates under the same constraints and resides within a single management domain.

A.COOP
Authorized users possess the necessary authorization to access at least some of the information managed by the TOE and are 
expected to act in a cooperating manner in a benign environment.

A.PROTECT
The TOE hardware and software critical to security policy enforcement will be protected from unauthorized physical 
modification.
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Cold war government threat model

Physical protection
Distance to attackers
Trusted personnel
Highly compartmentalized networks
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Real world attacks: a big gap
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Assumptions:  smartcards

A.Process-Sec-IC Protection during Packaging, Finishing and Personalisation
It is assumed that security procedures are used after delivery of the TOE by the TOE Manufacturer up to delivery to the 
endconsumer to maintain confidentiality and integrity of the TOE and of its manufacturing and test data (to prevent any possible
copy, modification, retention, theft or unauthorised use).

A.Plat-Appl Usage of Hardware Platform
The Security IC Embedded Software is designed so that the requirements from the following documents are met: (i) TOE
guidance documents (refer to the Common Criteria assurance class AGD) such as the hardware data sheet, and the hardware
application notes, and (ii) findings of the TOE evaluation reports relevant for the Security IC Embedded Software as documented 
in the certification report

A.Resp-Appl Treatment of User Data
All User Data are owned by Security IC Embedded Software. Therefore, it must be assumed that security relevant User Data
(especially cryptographic keys) are treated by the Security IC Embedded Software as defined for its specific application context.
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Assumptions

Keep the assumptions
realistic
minimal
extremely clear
… also in the manuals!
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Assurance limits

Human mistakes

ClaimsAssumptions
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FIPS-140 meets USB-sticks:
Claims (“SFRs” and “TOE scope”)



35

FIPS-140

Use a proper crypto algorithm
(~FCS_COP)

(Environment  will do the rest)
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FIPS-140 meets USB-sticks

USB-stick
Flash memory

AES256

k
e
y
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FIPS-140 meets USB-sticks

Instant hack

Software

Attacker

USB-stick
Flash memory

AES256

k
e
y
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FIPS-140 meets USB-sticks: Claims and Assumptions

FIPS-140 level 2 
requirements

broken?
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FIPS-140 meets USB-sticks: Claims and Assumptions

FIPS-140 level 2 
requirements

broken?

Stick still does AES 
with provided key
(does not know key 

is not unique)
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Claims: TOE Scope, SFRs, real world use

Keep the claims
close to actual end-user use
clear what is not included

Keep the scope realistic
No scope tricks
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Assurance limits

Human mistakes

ClaimsAssumptions
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Re-usable CC certifications

Clear on claims
No trickery with TOE scope
SFRs == used functionality

Realistic objectives for the environment
As limited as possible
Very clear they need to be done

Real vulnerability analysis
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????
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