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We think that our people are central to our offering to you. Their skills, experience and honesty are
what allows them to provide out-of-the-box and fitting solutions for you. Their ethics and honour
are what in the end keep your secrets in-the-box secret.

A document like this can never succeed in completely conveying the attitude, never completely
prove the (implicit) claims, or in general give you a measure of the person. We therefore welcome
the opportunity to do these things in a person-to-person meeting.

Your Creative Solutions has been the formal vehicle for my creativity from
CEQ the beginning. As my interests changed over time, the activities of Your
Creative Solutions have followed. It started during my gymnasium years
at with providing support on BBSes for companies, as well as the odd UNIX-
Your Creative job. During my university years, this migrated to more PC-related jobs such
as setting up and maintaining the LAN of a small business, and later more
Solutions R&D jobs such as a study for the improvement of the llse.nl search engine
and the security design of a web payment application. During the periods
of my employment for the NLNCSA and later Brightsight, Your Creative

Solutions continued to operate in a non-competing manner (often in the

1990 — Present
(20 years)

form of R&D on new technology and its unexpected applications).

Now Your Creative Solutions builds on my expertise in all roles in the
evaluated ICT security products chain: from developer, to evaluator, to
certifier, to accreditor, and finally to end-user. The broad spectrum of
services includes training and consultancy for all parties in these processes.
CNRY lyagSNAYy3a (GKS AYyAGALFf 1jdzsSa
I NB GKS O2aidakoSySTAdakéeg G2 STF
and documentation to smoothly sail through the tough evaluation
processes such as the Common Criteria, to commercial 6for-hire€ certifier,
Your Creative Solutions can provide it all.

To support the training and consultancy, Your Creative Solutions is also
developing methodology and tools to support higher-assurance lower-cost
analysis and documentation of ICT security products and services. We are
particularly excited about our improved security analysis method/tool
002RSYIFYS a.SN]J S0 FYyR GKS Fylf
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As senior consultant/evaluator | have been part of the growth of
Senior Brightsight from a small 5-person research group in TNO to its current
form as one of the biggest independent smartcard evaluation labs in the
Evaluator world. The main focus of this lab is the evaluation of smartcard and related
/ financial products, although the CC evaluations have also included more
atypical products such as multi functional copiers, national security
Senior 42aiSya yR FAIKGSNI 2SG 0O02YLRYS
evaluation: as consultant to support customers in their (pre-)evaluation

Consultant

at product meets the criteria, and as a trainer explaining these items to both

process, as evaluator to assess in a strict but fair manner whether the

the evaluators internally and the certifiers externally.

Brightsight

Personally | consider the following achievements the highlights of that
evaluation time period:

T Leading 10+ large Common Criteria evaluation processes,

lab AyOf dzRAYy3 GKS 62NI RQa TANAG
and CCv3.1 composite of software on that smartcard, from initial
2002 —March 2009 idea to final certification.

(7 years) 1 Guiding a long list of developers starting in the Common Criteria
with typically complex, non-standard products or requirements, to
and through a successful evaluation process.

I Helping policy setters responsible for the ICT security (typically in
the national or defence security domains, but also the financial
domain and others) make their policies clear and translating them
to practical requirements/processes. A non-classified example is
designing the evaluation methodology for IP-enabled PEDs for a
major credit card brand.

I Showing to accrediting organisations why a particular
product/system meets their security needs (or to assess the
remaining risks of deploying the system and ways of reducing
these risks to acceptable levels). This ranged from mundane
implementation of VPN technology in a sensitive WAN, to new-to-
develop systems to classified systems with highly political
consequences.

I Teaching the CC, other evaluation methodologies, attack
methodologies and more specialized topics such as formal
methods, network penetration testing and random number
generator evaluation, externally and internally. This has been part
of the consultancy, dedicated one-to-one training, one of the 50+
external courses, and 10+ well received presentations in various
conferences (including informally representing the smartcard
community in the 10" ICCC).

I Development and implementation of practical and manageable
evaluation processes and methodology, introduced during the
transition to CCv3.1. Part of this was a successful (re-)training to
CCv3.1 in only two days of the CCv2-accredited evaluators, leading
to a ~85% pass rate for the very strict BSI CC test.

I and of course helping my colleagues and many, many customers.
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As senior policy member of the NLNCSA (National Communication Security
Agency of The Netherlands) | was responsible for the evaluation of devices
and software for the protection of Dutch national or NATO secret
information, as well as preparation of policy on this domain and
representation of the Dutch government in these areas.

Most of the work done there still falls under the national secrecy act, so

LQY fAYAGSR Ay Y& RSaAONRLIiAZYy 2
GKFO LQOS R sbchritypddudts dabl gblicy@wbrk mostly on

software and network security topics in classified usage scenarios.

This work has made me well aware of the dynamics of government policy
setting and evaluation processes and it gave me a taste for the high end
security solutions protecting against extremely powerful attackers.

The NLNCSA is now also responsible for the technical oversight of the
Dutch Common Criteria Certification Body (i.e. the certifiers work at the
NLNCSA).

G GKS 9AYRK2@SY ! yA DS NBnpitieg ScRriEe
at the Mathematics and Computing Science department. Heavily
influenced by Edsgar W. Dijkstra, it has a very strong foundation in a wide
range formal methods. | did my specialization under the Coding and
Cryptography group, including a thesis for and at the NLNCSA.

Besides my studies | was active in GEWIS (Mathematics and Computer
Science student society) as board and committees member, in STACK
(student computer society, largest student organization at the EUT at that
moment) board and committees member, STIK (social skills trainer, and
trainer of trainers), and competed in the ACM international collegial
programming contest with a shared fifth place.

EU-confidential (valid until 2014-01-01)
NL-Staatsgeheim Confidentiéel (valid indefinitely)

Previously held NL-Staatsgeheim Top Geheim and NATO Cosmic Top Secret
clearance with additional undisclosed Sensitive Compartmented
Information clearances.




